PYKOBOACTBO NO HACTPOMUKE
NOAKIKOYEHMSA K VPN CoY U1 CTYAEHTOB
C UCMNMOJIb3OBAHMEM TEXHONOIMMU SSL VPN
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OnepaLunoHHble cucTeMbl ceMencTsa Windows

Mepen HAaCTPOMKOM AaHHOro Tuna NOAKItOYEHMS AJis
OoMNepauMoHHbIX  cucTeM  ceMencTBa  Windows
HeobXxoAMMO ckayaTb U YCTaHOBUTb VPN-KIMEHT.

VPN-K/IMeHTa MOXHO CKayaTb MO cnepnytollemn ccbinke:
https://users.sfu-kras.ru/files/openconnect-gui-1.5.3-
win32.exe

Tak >Xe MOXHO BOCnosb3oBaTbcsa A0bbIM  VPN-

KIMEHTOM, KOTOPbIM NOALEP>XKMBAET TEXHONOTMUM
Cisco AnyConnect nnu OpenConnect.

JENAPTAMEHT MH®OPMALIMOHHBIX TEXHOMIOTUI CdY, 2021

OpenConnect

NIy
CISCO.

AnyConnect Secure Mobility




OnepaLunoHHble cucTeMbl ceMencTBa Windows

&) OpenConnect-GUI Setup = X @ OpenConnect-GUI Setup — X @ OpenConnect-GUI Setup. -
License Agreement Install Options
Welcome to OpenConnect-GUI e Please review the cense terms before instaling e Chsose optons fo nstaling OpenConnect-GUT
Setup GpenCommect-GUL
Setup will guide you through the installation of Press Page Down to see the rest of the agreement. By defauit OpenConnect-GUI does not add its directory to the system PATH.
OpenConnect-GUL. e
| GNU GENERAL PUBLIC LICENSE "
Itis recommended that you dose all other applications Version 2, June 1991
before starting Setup. This wil make it possble to update: {O)Do not add openconnect-gui to the system PATH
I_I ocne TOro KakK Bbl cKavyanu V P N -KIUNEHT relevant system s without having to reboot your Copyright (C) 1385, 1581 Free Software Foundation, Inc. (® Add openconnect-gui to the system PATH for al users
1 1 computer 53 Temple Place, Suite 330, Boston, MA 02111-1307 USA e e
o copy copies
6 Click Next to continue. of this license document, but changing it is not allowed,
HeooxoamnMoO ero yCtaHoBmMTb B Ballly onepaunoOHHYHO reanbie FACrent openomect i Beskipfeon
| The licenses for most software are designed to take away your v

C M CTe M y . If you accept the terms of the agreement, cick I Agree to continue. You must accept the

agreement to install CpenConnect-GLL.

Hullsoft 03

=E
B npouecce yctaHoBKe HeObXOAMMO COriacuMTbCa C
©) OpenConnect-GUI Setup - x @ OpenConnect-GUI Setup - x £ OnenConnect Gl Sctup B «

ycnosmaMmn JUUEH3MNOHHOIoO CcCoryaleHusd, Bbl6paTb Iﬁ Choose instal Location 'e Ghoose Stert Moru Folder e choose Comporents
on L|| n M, KOTO p ble Nno3BONAT MCMNO/Ib30OBAaTb Choose which features of OpenComnect-GUI you want to instal.

Setup will nstal OpenConnect-GLI n the following folder. To installin a different foder, dick Select the Start Menu foider in which you would i to create the programis shorteuts. You Check uncheck
Browse and select anather folder. Click Next to continue. D T R R T instal. Clck Instal to start the nstallation
nogknro4vYeHne BCeM MOJZIb3OBaTeE/IAM KOMIMbHOTEPA U et etpeoriect:  [FoiREEETY

Accessibity O, select the optional = B Appication Bzt

co3paayT apnbik Ana 6biCTporo 3anycka Ha paboyeM = . e s s

Destination Folder Eﬁfﬂiﬁmm m] ;-;s‘iz . seets description,
cTone. |_|yTb YCTaHOBKU, UMS B CTAPTOBOM MEHIO U [CoProgrem s GaeyopenComecraut | [ oromee.. ii Wi Gust Adtors = ;;;, e
Startp veredist

BbIGOP KOMMNOHEHTOB MOMXHO OCTaBUTb no e [t ST

oo not areate shortcuts

ruloft v3.03 Hiilsoft v3.08 et Inseal Systenn 3,03

yMONYaHMIO. B OKHe ¢ MpeasioXeHMEM YCTaHOBMTb
TAP-Windows agantep Bbibupaem "Install”. -

ompleting OpenConnect-GUI
Mocne atoro ycTtaHoBka VPN-kaMeHTa 3aBeplueHa, st x e

Would you like to install this device software? Clck Finish to dose Setup.

MO>XXHO NPUCTYNaTb K HaCTpOl\/’IKe noAKNHOYEeHUSA. Narmes 20

VS Network adapters
B publisher: Open jes, Inc. ' EIRun OpenComnect GUI
E4 Atways trust software from "OpenVPN Don't Install
Technologies, Inc.".
W ¥ . How can | decide which
device software i safe to install?
| [
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OnepaLunoHHble cucTeMbl ceMencTsa Windows

- — OpenCy ct-GUI VP client - =
a OpenConnect-GUI VPN client x IS pentonne clien ‘ a OpenConnect-GUI VPN client o %
File View Settings Help File  View Settings Help
Main VPN Info B OpenConnect-GUI VPN client x
Quit Ctrl+Q Reslpniisldranesd) SO Name |5FU VPN S5L | ] customize Vou are connecting for the first time to this peer.
; Edit selected profile Ctrl+E Gateway |vpn.sh.|d.5ﬁ..|—has.ru| %) | VYou have no guarantee that the server is the computer you think it is,
. - Remove selected profile Ctrl+R If the information provided bellow is valid and you trust this host, hit ‘Accurate
G Sty information’ to remember it and to carry on connecting.
I you do net trust this host, hit Cancel to abandon the connection.
- Connect i view g | | 4 Connect | | Viewlog | _ Host: vpn stud su-drse
Note: you can anytime [ater edit profile detais. .. sha256:220d402d752c63806c073a7113840e248FfdfOC2cc303dF0603c6T0eT4dc
| Save | ISaue &Comectl | Cancel | e —
«—
a OpenConnect-GUI VPN client - X ] OpenConnect-GUI VPN client — x I-IpoL'.eCC CO3,D,8HMFI I'IpOCbM}'IFl I'IOLI,KI'I |'0qu Mg Oqub I'IpOCT.
File View Settings Help i i i
- A File View  Seftings  Help Bca nocnenoBaTe/ibHOCTb NMOKasaHa Ha CKPUHLLOTaX.
Main VPN Info Main VPN Info N
| Buwemame-.. 7 X [ [ns ycnewHoro nogkntoYyeHnsa Heob6xoanMMo ykasaThb:

« Appec cepsepa - vpn.stud.sfu-kras.ru;

Username:

a \ % [pan_por | : @ server: (SRR g « Ball JIOrMH U NapoJb.
| Coc Jlem] | Ol | [ o | MosiBNeHWe 3eNeHoro 3aMKa NokasblBaeT ycnelHoe
nogkntodeHmne Kk VPN-cepsepy.

OTK/tOUEHME OT cepBepa MPOMUCXOAUT NO HaXKATUKO KHOMKM
"Disconnect".
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Ina Toro, 4Tobbl noakntoumMTbca K VPN n3 OC ceMelcTBa
Linux HeobxoaMM nakeT openconnect.

Ina noaxkntoveHuna 6e3 GUI ucnonbsyetca koMaHaa sudo
openconnect -b vpn.stud.sfu-kras.ru -u LOGIN, rge -b
nepesoj B $oHOBbIN pexkuM, LOGIN - BaLl NOruH.

Tak Kak cepTMdmKaT ABAFETCA CaMOMOAMNMCaHHbIM, TO
HeobXxo4AUMO BBECTU yes A1 ero MCNosb30BaHUS.
Pa3pbiB coeMHEHNSA B 3TOM CJlyYae NPOM3BOAUTCS
komaHaomn sudo pkill openconnect.

[na cospaHua npoduna noakntodeHunsa yepes Network-
manager Heo6X04MMO YCTaHOBUTb COOTBETCTBYOLLME
rpaduyeckon obosiovke nakeTbl.
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Ina co3paHusa HoBoro VPN-noakntodeHna HeobxoaMMo yCTaHOBUTbL npunoxeHune Cisco AnyConnect Ha Ballie yCTPOUCTBO.

CospaHue npoduna NnoakItoYeHne NokKa3aHo Ha CKPUMHLLIOTaxX HMxe. Agpec cepsepa: vpn.stud.sfu-kras.ru. Heobxognmo paspewmnTb

no6aBuTb KoHdUrypauuto VPN 1 “MpoRo/mKMTb" Npu NosaBieHuM cooblLieHnsa O HeJOBEPEHHOM cepBepe.
' ' < Back VPN-coeauHeHus

AnyConnect

OCHOBHASA BUPTYANbHAS YACTHAS CE...

VPN AnyConnect

VPN AnyConnect . [o6aBuTtb VPN-coeauHeHne

[No6asutb VPN-coeauHeHne

OnucaHue Coy :
MopkntoveHns [MofknoYeHns OTCYTCTB... MopknioyeHus

Appec cepsepa pn.stud.sfu-kras.ru HeFl,OBepeHHblﬁ cepeep

AnyConnect He yaaeTcs NpoBepuUTb
noanuHHocTb COY . Bce paBHO
npoAocIKNTL?

Onucaxve OTK/O4EHO «AnyConnect» 3anpawmBaet

pa3peLueHue Ha obaBneHune
KoHoburypauwmii VPN
Mpw ucnonbzoraHun VPN MOXHO
$UNbTPOBaTb UK KOHTPONMPOBATDL

BCIO CETEBYI0 aKTUBHOCTb 3TOrO
iPhone.

PaclumpeHHble

OTmMmeHa

OnucaHue

yuiop

MNpoaomxnTb

TTTTITTTT

i)
CIsco

A & H O A « O

hovaunsacpauua HacTpoiiku  [uarkoctuka O nporpamme Povawsss cpaa HacTpoitku  [uarHoctuka O mporpamme
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B ctpoke "UMa nonb3oBaTensa" ykasbiBaeM Ball
JIOTUH, @ B CliefyloLleM OKHe yKa3biBaeM B CTpPOKe
“Maponb” Baw naposnb.

NMNocne 3TOro MOXXHO NPOU3BECTU NOLKIHOMEHUE K
VPN-cepBepy.

Ha HekoTOopbiXx YCTpOMCTBax Takxe TpebyeTcsa
OTK/IHOUYUTb NMPOBEPKY CEPTUDUKATOB ANA JAHHOIO
cepBepa. B 3TOM cnyvae NPUNOXKEHNe
nepeHanpaBMT BaCc Ha CTpaHuLy, rae HeobxoamMMo
byneT OTKIOYUTb MNPOBepky cepTuduKkaTa n[ad

cepsepa.
CaMonofanucaHHbim  cepTuduKaT cepBepa He
apnseTcsa Kakon-nnmbo YyA3BUMOCTbIO NMnu

BpeAoHOCHbIM [O, Bawe coeguHeHue OyneT
3alUMdPpPOBaHO TaK e HaAexHo, Kak W npw
MCNOJIb30BaHMM KOMMEpPYEckoro cepTudmkaTa.
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OCHOBHASA BUPTYAIbHASA YACTHAA CE...

Please enter your username. Please enter your password. VPN AnyConnect -

ZIVE:] Maponb:

BALL NornH
nosb3oBaTens:

MopkntoyeHus Coy

OnucaHue MoaknoyeHo

W1 ) ¥ K e [ O ) e X
@ 61l B =&l il (g (el L e ok o

94 CcMUT Db OBK®

123 & ¢ Mpo6en rotoso 0. ‘ &

[lomaluHss cTpaHmua  HacTpounku ka O nporpamme



OnepaunoHHble cucTeMbl ceMencTBa Android

Ilna co3panums HoBoro VPN-noaknoYeHna HeobxoamMMo yCTaHOBUTb npunoxeHune Cisco AnyConnect Ha Ballie yCTPOMUCTBO.

Co3faHue npodunsa NoaKkItoYeHne NoKasaHo Ha CKPUHLLIOTax Huxke. Agpec cepsepa: vpn.stud.sfu-kras.ru. HeobxoanumMo nsMeHUTL

HacCTPOMKKM 6e3onacHocTM HaxkaB Ha "CHANGE SETTINGS" 1 oTkntounTb NYHKT “"BAOKMpOBaTb HepaoBepeHHble cepeepbl”. Ha
nosiBMBLUEMCSH npepynpexaeHun Haxkatb "MPOAOJDKUTD".

@ VIRTUAL PRIVATE NETWORK L0
VPN AnyConnect »
OTKNOYEHO

MopkntoyeHus

MopaknioyeHne oTcyTCTBYET

i
cisco

HepoBepeHHbit VPN-cepge...

AnyConnect He MOXeT NpoBepUTHL
MNOAIMHHOCTb cepBepa:

coy

MopktoYeHme K AaHHOMY cepBepy
He6e30MacHo A CUCTEMbi!

C puckamu 6e30nacHOCTY 03HAKOMIEH

Mo ymonyaHuto AnyConnect 6nokupyet
HefloBepeHHble cepBepbl. XenaTtenbHo He
V3MEHSTb AaHHYIO HaCTPOMKY.

ECNv U3MEHUTb JaHHYHO HaCTPOIKY, TO
AnyConnect He 6yaeT aBTOMaTU4eCKN
6710KUPOBATb MOAKIHOYEHNS K NOTEHLMANbHO
onacHbIM CETeBbIM YCTPOACTBAM.

KEEP ME SAFE CHANGE SETTINGS

JENAPTAMEHT VH®OPMALIMOHHBIX TEXHOMOTUM CdY, 2021

HacTtpoiiku

BHeLuHee ynpaBneHue

OTK/IO4EHO (M0 YMONIYaHMIO) == BHELLHWE
NPUNOXEHUst He CMOryT KOHTPONnpoBaTh
AnyConnect. i3MeHeHue 3Toi HacTpoWKu ocnabnset

BnokupoBaTh HefloBepeHHbIe cepBepbl
He paspeLuaTb noaKtoueHme K cepsepam ¢
Hefl0BepeHHbIMY cepTUdUKaTaMu.

OT3biB OCSP
BK/1toUMTb MPOBEPKY OT3bIBa CepTUdUKaTa Ans D

CTporoe foBepue ceptTudukaty
BK/OUMTL NPOBEPKY CTPOroro AoBepus D
cepTudumkaty ans VPN

Debug Mode O

Run AnyConnect in debug mode

WameHsliTe paclumpeHHble HaCTPOMKM TONIbKO COrNacHo
MHCTPYKLWSIM CUCTEMHOTO aAMUHUCTPATOPa.

Cisco AnyConnect

Mpeaynp ™
HeJl0BEepPeHHbI cepTugmkar

AnyConnect He yaaeTca npoBepuTb
noanuHHocTb COY. Bece paBHO NPOAOMKUTL?

A CepTudukar He COOTBETCTBYET
Ha3BaHMIO cepBepa.

a CepTudukar nonyyeH us
He[|0BEePEHHOr0 UCTOYHMKA.

XenaTenbHo He NoAKNOYATLCS K
He[loBepeHHbIM cepBepam, ec/iv To/IbKo Bam
He U3BECTHa NpUYMHA BOSHUKLLEN OLIMGKU.

NPOLO/DKUTL

OTMEHA

OMUCAHUE




OnepaunoHHble CUCTEMDI

B CTpoke "UMsa nonb3oBartena"
yKa3blBaeM Ball JIOTMH, @ B C/1E€AYHOLLEM
OKHe YyKa3biBaeM B cTpoke "lNaponb"
BaLl Naposb.

Nocne 3TOro MOXHO MPOU3BECTHU
noakntodeHue K VPN-cepeepy.

Ha 3anpoc Ha noakjtoveHue oTBevaeT
yTBEPAUTENBHO. Mocne aToro
coefiMHeHne byaeT yTCaHOBNEHO.
CaMonopnucaHHbIM cepTudmkat
cepBepa He gaBngeTca Kakou-nmbo
YS3BUMOCTbIO MM BPEe[OHOCHbIM [0,
Balle coegmHeHune oyner
3alWMbpPOBaHO Tak >Ke HageXHO, Kak M
npU MUCMNOJSIb30BaHUN KOMMEPYECKOro
ceptTmdumkara.
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AnyConnect

Please enter your password.
Please enter your username. Mapons:
Wma nonbsosatens:

AnyConnect

ceMemnctBa Android

[ nokasats napons

OTMEHA  NOAK/IOYUTD
OTMEHA  MOAK/IIOYUTL

@ VIRTUAL PRIVATE NETWORK LLL)

VPN AnyConnect ‘
MopkntoyeHo

MogkntoueHusa
coy

3anpoc Ha noaknoyeHue

Mpunoxexue "AnyConnect”
MNbITaeTCs NOAKMOYUTHCA K
ceTn VPN, 4To6bl OTCNEXMUBaThH
Tpaduk. ITOT 3anpoc cnepgyet
NPVWHUMATb, TONbKO ECNIN Bbl
foBepsieTe UCTouHMKy.Koraa
nogkntoyerve VPN akTUBHO,

B BEPXHEel YacTu aKkpaHa

nosiBNSETCA 3Ha4YOK OF.

OTmeHa OK

]
cisco



OnepaumnoHHble cucteMbl ceMencTBsa macOS

Ilna co3panums HoBoro VPN-noaknoYeHna HeobxoamMMo yCTaHOBUTb npunoxeHune Cisco AnyConnect Ha Ballie yCTPOMUCTBO.
Co3pfaHue npoduna NoaKItOYEHUE NOKAa3aHO Ha CKPUHLLIOTax HuXKe. Agpec cepsepa: vpn.stud.sfu-kras.ru. Heob6xonnumMo MaMeHUTL
HacTpoMnku 6esonacHocTH HaxkaB Ha "CHANGE SETTINGS" n otkntounTb nyHKT “"Block connections to untrusted servers". Ha

nosiBMBLUEMCSH NpepynpexaeHun HaxkaTb "Connect Anyway".

Untrusted Server Blocked!

AnyConnect cannot verify server: vpn.stud.sfu-kras.ru
PP AnyConnect i

Secure Mobility Client cisco Connecting to this server may result in a severe security compromise!

Security Risks Explained

o VPN: AnyConnect is configured to block untrusted servers by default. Most users
Ready to connect. choose to keep this setting.

|vpn.stud,sfu—kras.ru\ Connect If this setting is changed, AnyConnect will no lenger automatically block
connections to potentially malicious network devices.

Change Settin Keep Me Safe

[ _NeN Preferences - VPN
- v
VPN Web Security System Scan

|| Start VPN when AnyConnect is started

Minimize AnyConnect on VPN connect

] Allow local (LAN) access when using VPN (if configured)
|| Disable Captive Portal Detection

|| Block connections to untrusted servers
wmmTTROCK it
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Security Warning: Untrusted Server Certificate!
AnyConnect cannot verify server: vpn.stud.sfu-kras.ru

I\ Certificate does not match the server name.
I\ Certificate is from an untrusted source.

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Mast users do not connect to untrusted servers unless the reason for the
error condition is known.

Connect Anyway Cancel Connection




OnepaumnoHHble cucteMbl ceMencTBsa macOS

B cTpoke "Username" ykasbiBaeM Ball
NOorMH, a B crejgyrouweM  OKHe
yKka3biBaeM B cTpoke "Password" Balu
naporsb.

Nocne 3TOro MOXHO MPOU3BECTHU
noakntodeHue K VPN-cepeepy.

Ha 3anpoc Ha noakjtoveHue oTBevaeT

yTBEPAUTENDBHO. Mocne 3TOro
coeamHeHne 6yaeT yTCaHOB/EHO.
CaMonoAnMCcaHHbIM ceptudmkar

cepBepa He gaBngeTca Kakou-nmbo
YA3BUMOCTbIO MM BPEeLOHOCHbIM [0,
Balle coegmHeHune oyner
3alWMbpPOBaHO Tak >Ke HageXHO, Kak M
npM MCMNOIb30BaHUM KOMMEPYECKOro
ceptTmdumkara.
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Cisco AnyConnect | vpn.stud.sfu-kras.ru

E Please enter your username.

Username: I!_OGIN I
'LQ Cisco AnyConnect | vpn.stud.sfu-kras.ru

Please enter your password.

Password: I| I

. - . .."'. A.nwt. ent

@ VPN:

1 af

00:00:13

Connected to vpn.stud.sfu-kras.ru.

o

Hmim

Disconnect

IPv4
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